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CHAPTER 1. WHAT IS CPANEL?

1 What is CPanel?

CPanel is a fully-featured web-based control panel that allows you to manage your domain through a web interface.
The idea is to transfer as much of the control and responsibility of managing your web site to you. You have the
ability to manage all aspects of your email, domain, backup, FTP, scripts, and web site statistics.

Refer to page [7] for more information on how to CPanel’s features.

Figure 1.1: CPanel logo
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2 How do I use CPanel?

CPanel provides a complete range of functionality to manage all aspects of your web site. The following areas
are available:

e Mail Menu - The Mail Menu area allows you to manage all aspects of your email, from adding new
accounts, managing mailing lists, and setting spam filters.

e Domain Menu - The Domain Menu area deals with all the tools that you need to control your domain
using CPanel, including uploading and managing files, maintaining the password on your web site, creating
custom error pages, downloading and uploading backup files, and other tools.

e Services Menu - The Services Menu area deals with a variety of functions relating to your web site,
including security (GnuPG keys), submitting your site to search engines, and tracing the path from your
server to you.

e FTP Menu - The FTP Menu area deals with all the tools relating to setting up and managing FTP
accounts, as well as managing FTP sessions.

e Scripts Menu - The Scripts Menu area allows you to use some pre-installed scripts through CPanel.

e Statistics Menu - The Statistics Menu area presents you with a wide variety of information about your
web site, from the latest visitors to a detailed monthly summary of hits, as well as providing an error log.

2.1 Logging on

You need to log on in order to use CPanel to manage your web site.
To log on:

1. Enter the address of your CPanel in your web browser. The address needs to be in the form of http://www.yourdomain.c
2. Enter your user name and password in the User Name and Password fields.

3. Click on OK button. You will now be logged on to CPanel.

Enter Network Password 2=

Pleaze type your user name and passward.
Site: preciziondocs. com

Fiealm Cpanel 4.7

Ueer Name Inicholas

Paszword I xxxxxxxxx

[ Save thiz password in vour password list
ak. I Cancel

Figure 2.1: Logging on
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2.2 Mail Menu

The Mail Menu area allows you to manage all aspects of your email, from adding new accounts, managing mailing
lists, and setting spam filters. There are quite a number of options available, so take your time.

Note:  All email options can be used in conjunction with each other. For example, you could set up an
autoresponder on your main account to email an ”Out of Office” message, a forwarder to send the email to your
uncle’s house where you are staying, and a spam filter to reject all email with ”credit” in the subject line. This
flexibility is what makes email so powerful as a communication medium.

Mail Menu

Figure 2.2: Mail Menu heading

2.2.1 Reading your email

You can read your online email using NeoMail. This popular webmail script allows you to read your email, save
them, keep an address book, and perform all of the other basic email functions that you are used to. The main
difference between NeoMail and an offline email applications, such as Eudora or Microsoft Outlook Express, is
that all of these functions are performed online, rather than on your own computer, and offline applications
generally provide many more features.

NeoMail is optional. You can still use your favorite offline email applications, if you prefer. You can even use a
combination of NeoMail and another tool - you can check your e-mail online, perhaps when you're at work, and
download your email to your computer when you get home. You can automatically configure Outlook Express,
or manually configure other mail applications.

To read your email online:

1. Click on the Read your email link in the Mail Menu area.

Note: You can also save this link as a bookmark, so that you can access it without having to use CPanel.
2. Click on the Neomail link.

3. You are now in the NeoMail window for your default email address. Click on any message link to read the
message, and use the toolbar to reply to the email, or perform any other function. Refer to the page [9] if
you need more information about using NeoMail.

[INBOX d| 1 -3 of 3 messages (3 unread) - 17 KB

o & 4 S “« |1— . » [reomailrash x|
" o [Page of 1] Move |
Status Date & Sender Subject Size All: T
2/4/2002 Nicholas _—
El
15U 12:16:41 41300 Coldrick @, ~ ™Moice? i .
Nicholas ; ; ;
2/4/2002 Review cygi section {check
E
25 g:50:39 41300 Coldrick 3, forums) L
Nicholas i
35 2/4/2002 Send image.btm and 1KB r

08:48:32 +1300 Coldrick r preprocess.xsl to work!

Figure 2.3: Reading your email
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NeoMail summary

NeoMail is fairly self-explanatory. The text below describes the main buttons in NeoMail and what they do. This
is provided as a summary reference, and not a detailed description of how to use NeoMail. If you do not know
how to use some of the features, please contact your hosting administrator.

Note: You can not use HTML code in NeoMail - plain text only.

NeoMail functions:

o [INBOX [ | Inbox - Choose a folder to display. The default folder is your Inbox.

Compose - Compose a new email message and send it using the Send button. You can not use HTML
code - plain text only.

. H Refresh - Refreshes the displayed page. Use it to check if new mail has arrived since the window was
opened.

. . User Preferences - Displays the Preferences page, which allows you to set a variety of options.,
such as default language, number of messages displayed per page, and your email signature.
—

) i8I Address Book - Displays your Address Book of saved email addresses. Click on an address to create
a new email with their email address automatically added.

o m Folders - Allows you to create new folders and delete old ones. Useful for organizing your email.

Empty Trash - Empties the neomail-trash folder.
. H Logout - Closes the connection between you and Neomail.

" - I » B . . . . .
° [Page |1 5 ) Page Navigation - Navigate to the first, previous, next, last, or specific page of
email.

o [neomaitrash ¥l Move - Moves the selected items to the displayed folder - the default folder is the trash.
Click on the on the tick box next to the specific message to select, or click on the All tick box to select all
messages in this window.

2.2.2 POP Email Accounts

You can set up as many POP (Post Office Protocol) email accounts as you require, up to your maximum limit.
Each one of these is in the standard email formation of address@yourdomain.com. As with your default email
address, you can access these accounts through NeoMail or through your own offline email application.

To add a POP email account:

1. Click on the POP email accounts link in the Mail Menu area.

2. Enter the first part of the email address and the password for the account in the Add POP email account
area.

3. Enter the maximum amount of space available, in megabytes, for the new account in the Mailbox quota
field. Remove any number from the field for an unlimited quota.

4. Click on the Add button.

5. Your new account has been added. Use the displayed setup information to setup your email application.
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Add POF e-mail account

E-mail:

|register

Passwaord:

InethQ

Mailbox quota [optional) IzD
ME

Figure 2.4: Adding a POP email account

Reading a POP email account

[Adal

@precisiondacs, cormn

As with your default email account, you can read your email online using NeoMail, or download it to your offline
email application.
To read your POP email accounts online:

1.

oLl Wb

Click on the POP email accounts link in the Mail Menu area.

Note:

Click on the &= button next to the required email address.

You can also save this link as a bookmark, so that you can access it without having to use CPanel.

Enter your username and password for the email in the Username and Password fields.

Click on the Neomail link.

You are now in the NeoMail window for your email address. Click on any message link to read the message,
and use the toolbar to reply to the email, or perform any other function. Refer to page [9]if you need more
information about using NeoMail.

[INBOX

¥ & S S

it =

Status Date Sender

o 2442002 Nicholas

180 12:16:41 +1300 Culdrickr
Nicholas

25 2/4/2002

3=z

08:50:39 +1300 Coldrick l_

2/4,/2002 Nicholas
08:48:32 +1300 Coldrick r

H *[F'ageh af 1] % W

d| 1-3 of 3 messages (3 unread) - 17 KB

Subject
invoice 2

Review cygi section {check
forumsj

Send image.btm and
preprocess.xsl to work!

Figure 2.5: Reading your email

Configuring Outlook Express to read email

Ineumail—trash j

Mowve
Size Al
4KE [
1KB r
1KB r

Because Microsoft Outlook Express is the most popular email application available, you can automatically con-
figure Outlook Express from CPanel. This saves time in manually configuring your email application and avoids
€rTors.

Note:

of Windows.

This will only work if you have Microsoft Outlook installed on your machine and are running any version

10



2.2. MAIL MENU CHAPTER 2. HOW DO | USE CPANEL?

To automatically configure Outlook Express:

1.
2.

Click on the POP email accounts link in the Mail Menu area.
Click on the Outlook (Express) AutoConfig link next to the required account.

Read the message in the alert window and click on the OK button. You may need to repeat this step two
or three times.

Click on the Open this file from its current location radio button, and click on the OK button in the
File Download window.

Click on the Yes button in the Registry Editor window and repeat for the last window. Outlook Express
has now been configured for this account. You need to repeat this process for as many accounts as you want
to access through Outlook Express.

Changing an email account password

You can change the password on any of your email accounts whenever required. It is useful to occasionally do
this to maximize your email security. You should always change your password if you think someone else has
access to your account.

Note: Make sure that you change the password in your offline email application as well, or you will not be able
to upload or download email to this account.

To change an email account password:

1.

2.

Click on the POP email accounts link in the Mail Menu area.
Click on the B button next to the required email address.
Enter the new password in the New Password field.

Click on the Submit button.

Your password has now been changed for that account. You can test this immediately by clicking on the
POP email accounts link and opening the email account from there.

Modify PGP e-mail account password

E-rmail account: register

Mew password: Isdfhd823

Figure 2.6: Changing your email account password

Deleting an email account

You can delete an email account when the account is no longer needed. You can not delete your default account.
Warning: Make sure you download any mail that you want to keep, as deleting the account will delete all of the
mail still in that account. You can not recover this information once the account has been deleted.

To delete an email account:

1. Click on the POP email accounts link in the Mail Menu area.

2. Click on the @ button next to the no longer required email address.

Your account has now been deleted.

11
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2.2.3 Setting your default email address

Any email that is sent to an unknown account at your domain name, such as unknown@yourdomain.com, gets
automatically rerouted to your default email account. All web site accounts are automatically assigned a default
email address - user@yourdomain.com - which you can change, if required.

To set your default email address:

1. Click on the Default address link in the Mail Menu area.
2. Enter the complete email address of the new default in the Modify default address field.

3. Click on the Submit button. Your new default email address has now been set.

Modify default address:

Enter the [complete) e-mail address to receive all unrouted mail for prECISIDndDCS'Cij:

Ihnme@yakka.cnm

Figure 2.7: Setting your default email message

2.2.4 Auto-responders

autoresponders are email messages that are sent automatically when an email arrives for a specific email account.
autoresponders are most commonly used for an ”Out of Office” style message to inform your correspondents that
you are not available, without you having to reply manually. You can have more than one autoresponder on one
account.

Note: You can not add HTML code to the email reply - plain text only.

To add an autoresponder:

1. Click on the Autoresponders link in the Mail Menu area.
2. Enter the address of the account that the autoresponder responds to in the Email field.

Enter your name or address in the From field. You do not have to put anything in this field.

- W

Enter the subject line of the autoresponder in the Subject field.

ot

Enter the autoresponder message in the Body field. You can not use HTML code in this field - plain text
only.

6. Click on the Add button to create the autoresponder. Click on the Autoresponders link to return to the
autoresponders window to confirm that it has been added.

12
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Add autoresponder

Ernail: —
Ihnme @ preusmndncs.cnmj

Fram: INichDIas

#ob= [Qut Of Office
Baody:

Figure 2.8: Adding an autoresponder

Modifying an autoresponder

Modify an autoresponder if you need to alter the details of the message or if you set it to the wrong account.
To modify an autoresponder:

1. Click on the Autoresponders link in the Mail Menu area.

2. Click on the button next to the autoresponder that you want to modify.

3. Edit the Email, From, Subject, and Body fields as required. Refer to page [I2]if you are not sure what
you can do in each field.

4. Click on the Submit button to submit your changes. Click on the Autoresponders link to return to the
autoresponders window to confirm that it has been changed.

13
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Edit autoresponder

Ernail:

ItE!St @preciziondocs, com

F : f
rem |N|c:hc:|as

Subject: |testing

Body:

Hello, this is a test. ﬂ

Figure 2.9: Modifying an autoresponder

Deleting an autoresponder

Delete an autoresponder when you no longer need to use it. If you use the autoresponder at frequent inter-
vals, such as an ”Out of Office” message, you can modify it to point to a nonexistent email account, such as
store@yourdomain.com, and then simply change the account name back when you need it again. Refer to page
[[3 for more information.

To delete an autoresponder:

1. Click on the Autoresponders link in the Mail Menu area.

2. Click on the @ button next to the autoresponder that you want to delete. Click on the Autoresponders
link to return to the autoresponders window to confirm that it has been deleted.

2.2.5 Forwarders

Forwards simply allow you to automatically forward email sent to one account to another account. This is useful
when you work at two separate locations, or have gone on holiday.
To add a forwarder:

1. Click on the Forwarders link in the Mail Menu area.

2. Enter the first part of the email address that will be forwarded in the first field in the ” Add forwarder”
area.

3. Enter the full email address that the forwarder will forward mail to in the second field.

4. Click on the Add button. Click on the Forwarders link to return to the Forwarders window to confirm
that it has been added.

14
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Add forwarder

home @precisiondocs, corm

shall farward ta email address IniChDlas@preCiSiDndDCS.CDm

&

Figure 2.10: Adding a forwarder

Deleting an email forwarder

Delete an email forwarder when you no longer need it. There is no way to modify an email forwarder - if you
have made a mistake, simply delete the forwarder and start again.
To delete an email forwarder:

1. Click on the Forwarders link in the Mail Menu area.

2. Click on the @ button next to the forwarder that you want to delete. Click on the Forwarders link to
return to the Forwarders window to confirm that it has been deleted.

2.2.6 Mailing Lists

CPanel includes a popular mailing list script called Mailman. Mailing lists are an ideal tool for communication
between far flung participants and can be about anything you want. Mailman allows you to set up a mailing list
with a large number of configurable options, such as who is on the list, where mailing lists messages are sent, and
whether you include welcoming messages to new subscribers.

The Mailman documentation, which is incorporated into its Administration panel, is clear and helpful, and should
be referred to for all questions about using the script. The instructions in this section deal with how to set up,
modify, and delete a Mailman mailing list from your CPanel.

The Mailman homepage is at the following address for more information: http://www.gnu.org/software/mailman/mailman.html
Note: It is a good idea to be aware of spam and its definition before setting up a mailing list - refer to page
for more information.

To add a mailing list:

1. Click on the Mailing lists link in the Mail Menu area.

2. Enter the name of the mailing list in the Mailing list name field, and the password for the list in the
Password field.

3. Click on the Add button. Click on the Mailing lists link to return to the Mailing Lists window to confirm
that it has been added.
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Add mailing list

Mailing list narme: |Martia| At

Password: Ialkldﬂ

Cormain:

|precisi0ndncs.cnmj

Add
Figure 2.11: Add a mailing list

Modifying a mailing list

There are many different configurable options available with the Mailman script. This procedure shows you how
to open up the Administration panel so that you can modify the script options. Use the Mailman documentation
that is included in the Administration panel to answer any specific questions you might have.

To modify a mailing list:

1. Click on the Mailing lists link in the Mail Menu area.

2. Click on the button.

Mailing lists

List Mame
martialarts@precisiondocs.com E:Qh

test@precisiondocs.com b4

Figure 2.12: Modify a mailing list

3. Log in to the mailing list with your password. You are now in the Mailman Administration panel and can
adjust options as you require.

Deleting a mailing list

Delete a Mailman mailing list when you no longer want the list to be active.

Warning: Deleting the mailing list will delete all archives, current mail, and members email addresses. If you
want to keep any of this information, be sure to download or otherwise copy these files before deleting the mailing
list. Once the mailing list is deleted the information is unrecoverable.

To delete a mailing list:

1. Click on the Mailing lists link in the Mail Menu area.

2. Click on the @ next to the mailing list that you want to delete. Click on the Mailing lists link to return
to the Mailing Lists window to confirm that it has been deleted.

2.2.7 Spam Filters

There are many definitions of spam, but one of the most useful ones is the following:

”Spam: unsolicited email, usually of a commercial nature.”

Spam is the electronic version of junk mail, and has been around since the Internet was created. Spam filters are
a way of filtering your email to remove unwanted mail based on a variety of criteria. You can block any sort of
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email, not just mail of a commercial nature. Blocked mail is deleted automatically - it does not even bounce back
to the sender. These filters are quite flexible - some examples are provided after the instruction on how to add a
spam filter below. All filters are cumulative.

Useful spam links:

e Six simple things you can do to prevent spam
e Alternate definition of spam

e |Usenet definition of spam

To add a spam filter:
1. Click on the Spam filters link in the Mail Menu area.

2. Click on the required header field in the first drop-down list. These are the various fields in any email
message.

3. Click on the required filter action in the second drop-down list. This action will act on the text entered in
the third field.

e equals - match the text exactly (whole words only). ”Credit” will block ”Credit”.

e matches regex - matches the text based on regular expression (regex) rules. Regular expressions are
a powerful but complex area. You do not need to use regular expression filters for most circumstances.
Refer to these two good introductory tutorials - Using Regular Expressions and |[Learning to Use Regular
Fxpressions - for more information.

e contains - match the specified text in any circumstance. ”porn” will block ”porn” and ”pornography”.

e begins with - match the specified text when it is the beginning of a word. ”porn” will block ”porn”
and ”pornography” but not ”teenporn”.

4. Enter the filter text in the third field. This text is case sensitive.

5. Click on the Add button. Click on the Spam filters link to return to the Spam Filters window to confirm
that it has been added.

Example:

To block all email from ”john@paradise.net”, enter: From, equals, john@paradise.net
To block all email from paradise.net, enter: From, contains, paradise.net

To block all references to pornography, enter: Any Header, contains, porn

Add spam filter

Black rmails when

Aty Headerj quuals j Iporn|

A

Figure 2.13: Adding a spam filter
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Deleting a spam filter

Delete a spam filter when you no longer need it. There is no way to modify a spam filter - if you have made a
mistake, simply delete the filter and start again.
To delete a spam filter:

1. Click on the Spam filters link in the Mail Menu area.

2. Click on the @ button next to the spam filter that you want to delete. Click on the Spam filters link to
return to the Spam Filters window to confirm that it has been deleted.

2.2.8 Spam Assassin

Spam Assassin is a mail filter installed on a mail server used to identify spam. It checks for spam using a large
number of pre-set rules that check the header, body, and sender of all email messages sent to your domain mailbox.
For more information about Spam Assassin, refer to the following links:

e [Spam Assassin/- Spam Assassin web site.

e [Spam Assassin rules - A list of all the rules that Spam Assassin currently uses.

Also refer to page [16] for more information about spam and setting up filters.
To enable Spam Assassin:

1. Click on the Spam Assassin link in the Mail Menu area.

2. Click on the Enable Spam Assassin button.

Sparm Assassin

Sparn Azsassin is currently disabled.

Enable Spam Assassin#
L

| Disable Spam Assassin

Figure 2.14: Enabling Spam Assassin

Disabling Spam Assassin

You can disable Spam Assassin whenever you require. If you are not able to receive a non-spam email it is a good
idea to disable Spam Assassin and resend the email.
To disable Spam Assassin:

1. Click on the Spam Assassin link in the Mail Menu area.

2. Click on the Disable Spam Assassin button.

2.2.9 Mail Exchanger (MX Entry)

CPanel manages your email through its own mail server. However, by altering your MX (Mail Exchange Record)
Entry you can point your email to another mail server, if this is required.

Note: CPanel will not be able to manage your email if you change your MX Entry setting.

To alter your MX Entry setting:

1. Click on the Modify Mail Exchanger (MX Entry) link in the Mail Menu area.
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2. Choose the domain name of the new MX Entry from the drop-down list and enter the required information
in the other available field.

Note: You can only change the entry to a domain name (e.g. yourdomain.com), not an IP (Internet
Protocol) address.

3. Click on the Submit button.

Modify MxX entry

Change MX forlprecisiondncs.cnmj o |yakka.cnm Subrmit I

Himt: You rust enter & FGODN (Fully Qualified Domain Mame) as the ME destination,

Figure 2.15: Alter an MX Entry setting
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2.3 Domain Menu

The Domain Menu area deals with all the tools that you need to control your domain using CPanel, including up-
loading and managing files, maintaining the password on your web site, creating custom error pages, downloading
and uploading backup files, and other tools.

Domain Menu

Figure 2.16: Domain Menu heading

2.3.1 Domain Password

Your domain password is the password you use to log on to your CPanel. This is useful to occasionally do to
maximize your site security. You should always change your password if you think someone else has access to
your account.

To change your domain password:

1. Click on the Domain password link in the Domain Menu area.
2. Enter your current password in the Old password field.
3. Enter your new password in the New password and Repeat new password fields.

4. Click on the Submit button. Your password has now been changed.

Change domain password

Hint: the dormain password is needed to access your control panel, to FTP and to Telnet into your
account and to check your main email account.

Old password:
Mew password:

Repeat new password: [ocacaeaese:

Figure 2.17: Changing your domain password

I

2.3.2 Subdomains

Subdomains are a way of creating separate accounts within your master account, which are accessed as separate
URLs. For example, you could set up a ”timber” subdomain on your master account ”hardware.com”, which
would be accessed as ”timber.hardware.com”. A lot of larger businesses use subdomains to establish branding
and focus on separate product lines, because a subdomain creates a separate URL and web presence. However,
you do not create a new CPanel when you create a subdomain. You still perform most administration functions
for the subdomain through your master CPanel.

Practically, a subdomain is a sub folder within the public_http level of your account that has it’s own cgi-bin
directory. The ”timber” example above creates a new top-level folder called timber, with a cgi-bin sub-folder.
Upload your files for the subdomain to this location, including a separate home file (such as index.htm).
Currently you can not create email accounts with the subdomain extension. A workaround for this is to create
an account called ”sales-timber@hardware.com”, or similar.

To add a subdomain:
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1. Click on the Subdomains link in the Domain Menu area.
Note: You can only successfully create a new subdomain once your DNS number has successfully propa-

gated for this account.

2. Enter the text for the new subdomain in the field in the ”Add subdomain” area. You must conform to
domain name conventions for the addition to the name.

3. Click on the Add button. Click on the Subdomains link to return to the Subdomains window to confirm
that it has been added. A folder with the same name as the subdomain has now been added to your
public_html folder, with a cgi-bin sub-folder.

Add subdomain

Hint: This feature must be enabled for your account before you can use it
Hint: vou can not add subdormains if your domain name does not correctly resolve yet

IhDSting| Jprecisiondocs, com

4

Figure 2.18: Adding a subdomain

Adding a subdomain redirection

You can redirect Internet traffic from a particular subdomain to another location. This is usually used when the
web pages that made up the subdomain have been moved to another location.
To add a subdomain redirection:

1. Click on the Subdomains link in the Domain Menu area.
2. Choose the required domain from the ”Setup Redirection” drop-down list.
3. Click on the Setup Redirection button.

4. Enter the redirection address in the available field. Make sure that you end the address with a trailing slash
(e.g. http://yourdomain.com/).

Setup Redirection

Ihosting 'I
Setup Redirection [!

Figure 2.19: Adding a subdomain redirection

Removing a subdomain redirection

You can remove redirection from a subdomain at any time.
To remove a subdomain redirection:

1. Click on the Subdomains link in the Domain Menu area.
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2. Choose the required domain from the ”Remove Redirection” drop-down list.

3. Click on the Remove Redirection button.

Remaove Redirection

Ihosting 'I

Rermove Redirectiunﬂs

Figure 2.20: Removing a subdomain redirection

Deleting a subdomain

Deleting a subdomain does not delete the subdomain folder - you will need to do this manually.
To delete a subdomain:

1. Click on the Subdomains link in the Domain Menu area.
2. Select the required subdomain from the ”Delete subdomain” drop-down list.
3. Click on the Delete button. Click on the Subdomains link to return to the Subdomain window to confirm
that it has been deleted.
2.3.3 Preventing hotlinks

Hotlinking is when another web site owner links directly to one or more of your images or multimedia files and
includes it on their web page. Not only is this theft of your intellectual property, you are paying for the bandwidth
used by that site. Refer to this |articlel for more information on hotlinking.

CPanel can prevent hotlinking by only allowing named sites (such as your own web site) to access files on your
site.

To prevent hotlinking:

1. Click on the HotLink Protection link in the Domain Menu area.

2. Enter any other addresses that you will allow to access your site other than the provided defaults in the
”Enable/Modify HotLink Protection” area.

3. Enter the protected extensions in the Extensions to protect field. Make sure you separate each extension
with a comma.

4. Enter the address to redirect any hotlinking to in the Redirect HotLink attempts to field.

5. Click on the Enable/Modify button.
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Enable/Maodify HotLink Protection

URLs to allow sccess: http://hosting.precisiondocs. com
http://precisiondocs. com
http://www.hosting.precisiondocs. com
http://www.precisiondocs. com

E:::nsaig)n:s to proteck (seperate by ijg.jpeg.gif.png.hmp

Redirect Hotlink atternpts to: Ihttp:ffspamkill.org

Enable/Modify k

Figure 2.21: Enabling hotlink protection

Disabling hotlink protection

You can disable hotlink protection at any time.
To disable hotlink protection:

1. Click on the HotLink Protection link in the Domain Menu area.

2. Click on the Disable button.

Disable HotLink Protection

Disahle !

Figure 2.22: Disabling hotlink protection

2.3.4 Frontpage Extensions

Frontpage Extensions allow you to publish your web site using Microsoft Frontpage. These extensions can
occasionally become corrupted, so you can uninstall and then reinstall Frontpage Extensions whenever required.
To (re)install Frontpage Extensions:

1. Click on the Frontpage Extensions link in the Domain Menu area.

2. Click on the Install Extensions button.
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Frontpage Extensions
Frontpage Extensions are currenty notinstalled

wiarning: Installing or uninstalling Frontpage Extensions will result in the loss of all " htaccess"
files in vyour web area. Any directaries you have protected with WwebProtedt will become
unprotected until you reprotect them.

Install/Uninstall Frontpage Extensions

Install Extensions [!

| Uninstall Extensions I

Figure 2.23: Installing Frontpage Extensions

Uninstalling Frontpage Extensions

If you are having problems publishing your site using Frontpage, the first test is to uninstall and then reinstall your
Frontpage Extensions. If you are still having trouble with Frontpage after that, contact your hosting administrator
for help.

Note: The password protection on any protected directories will be removed. Refer to page for more
information about reapplying password protection.

To uninstall Frontpage Extensions:

1. Click on the Frontpage Extensions link in the Domain Menu area.

2. Click on the Uninstall Extensions button.

Install/Uninstall Frontpage Extensions

Install Extensions |

| Uninstall Extensions *

Figure 2.24: Uninstalling Frontpage Extensions

2.3.5 MySQL

SQL stands for Structured Query Language. SQL is a international standard in querying and retrieving infor-
mation from databases. MySQL is essentially an SQL server - it responds to requests for information that are
written in SQL. You can communicate with MySQL using a wide variety of programming languages (PHP being
one of the most common). MySQL is Open Source software and generally free for use.

Refer to the following links for more information about MySQL:

e MySQL FAQ)| - a good place to start.

e MySQL and PHP tutorial - a good introduction to using the two Open Source technologies together.
To create a MySQL database:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.

2. Enter the name of the database in the MySQL Database field.
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3. Click on the Create MySQL database button. Click on the MySQL databases link to return to the
MySQL databases window to confirm that it has been created.

Create MySQL database

Hint: The database narme you enter will be prefixed with "nicholas_"

MuSGL Database: training

| Create MyS0L database |\ I

Figure 2.25: Creating a MySQL database

Creating a MySQL user

You need to create a MySQL user before that user is able to use the database. This does not automatically allow
the user to use a database - you need to grant that user permissions to the specific database first. Refer to page
[25] for more information.

To create a MySQL user:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.
2. Enter the user’s name in the Username field and the user’s password in the Password field.

3. Click on the Create user button. Click on the MySQL databases link to return to the MySQL databases
window to confirm that it has been created.

Create MySQL user

Hint: The usernarme vou enter will be prefixed with "nicholas_"

Username: Ithn

Passward: IylppEE

T

Figure 2.26: Creating a MySQL user

Grant a user’s permissions to a MySQL database

Once you have created a user to use a database you need to grant that user permission to use the database. If
you have not yet created a user, refer to page [25| for more information.
To grant user permissions to a MySQL database:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.

2. Choose the specific user from the Username drop-down list in the Grant all permissions on a MySQL
database to a MySQL user area.

3. Choose the specific database to grant permissions to from the MySQL database drop-down list.

25



2.3. DOMAIN MENU CHAPTER 2. HOW DO | USE CPANEL?

4. Click on the Grant permissions button. Click on the MySQL databases link to return to the MySQL
databases window to confirm that permissions have been granted - you will see Connection Strings listed
underneath users in the Existing MySQL databases area.

Grant all permissions on a MySQL database to a MySOL user

Username: Inic:hc:las_jc:hn vI

MySQL database: | nicholas_training =]

Grant permissions L\\S’J

Figure 2.27: Granting a user’s permissions to a MySQL database

Adding host access

You can allow external web servers to access your MySQL databases by adding their domain name to the list of
hosts that are able to access databases on your web site. localhost stands for your own web server.
To add host access:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.
2. Enter the domain name or IP number of the host that you wish to add in the Host field.

3. Click on the Submit button.

Host (% wildcard iz allowed): Iyakka.com

Figure 2.28: Adding host access

Removing a user’s permissions

A user will no longer be able to access a particular database when you have removed their permissions to that
database.
To remove a user’s permissions:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.

2. Click on the @ button next to the specific user underneath the name of the database in the Existing
MySQL databases area. Click on the MySQL databases link to return to the MySQL databases
window to confirm that permissions have been removed.
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MySQL databases

Existing My 5QL databases

nicholas_training x

Uszers in nicholas training

nichalas_john %

Connecton Stings
fdbh = DEI-Fconnect

Per (OB mwsql nicholas_training locathost”, icholas_john ", "<PASSW/ ORD
HERE="];
fabh=mnysql_connect (flocathost", "nicholas_johnt, <PASSWORD

PHP HERE=") or die (‘I cannot connect to the database.’);
myvsgl_select_db (("nicholas_training '),

IDBC  Connection © = DRiverhanager.getConnection

(may o wighe: mysal /focalhost/nicholas_training?

notbe

avalible) User=hicholas_john&password=<fA55WORD HERE=");

Figure 2.29:

Removing a user

Removing a user deletes it - it removes all database permissions that the user has and does not allow that user
access to any MySQL database.
To remove a user:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.

2. Click on the @ button next to the specific user in the Existing MySQL users area. Click on the MySQL
databases link to return to the MySQL databases window to confirm that the user has been removed.

Removing a database

Removing a database will delete that database from it’s online location. Be sure that you have saved a copy of
the database if you want to keep any of the information in the database. Removing a database will not remove
any user’s but it will remove all user’s permissions to that database.

To remove a database:

1. Click on the Add/Remove MySQL Databases link in the Domain Menu area.

2. Click on the @ button next to the specific database in the Existing MySQL databases area. Click on
the MySQL databases link to return to the MySQL databases window to confirm that the database has
been removed.

2.3.6 Error Pages

Error pages are served to Internet users when any one of a variety of errors occur, such as when a user enters
an incorrect URL or is not authorized to access a specific directory in your web site. Companies often customize
error pages to brand them with a specific corporate image and a link to their home page. You do not have to
customize these pages - the error page is always available, whether customized or not.

To create or modify a customized error page:

1. Click on the Error pages link in the Domain Menu area.

2. Click on the required Create/Edit Error Page link.
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3. Enter the HTML code for the error page. You can use the drop-down list at the top of the page to insert
variables into the displayed code.

Example:

<h1>404 Not Found</h1>
<p>The requested page, <!--\#echo var="REQUEST\_URL" --> ,is not available.</p>

4. Click on the Save button. Click on the Error pages link to return to the Error Pages window to confirm
that it has been created.

Edit error page

Current file: 404.shtml

Selecttag toinsed j

<p>The redquested page, <!'--fecho war="REQUEST URL"™ --»> ,i= not ;I
availahle.</n>

save as: [404.shtml

San

Figure 2.30: Creating a customized error page

2.3.7 Redirects

The Redirects area allows you to redirect Internet traffics from one web page to another. This is usually used
when a web page has been moved to another location.
To set up a redirect:

1. Click on the Redirects link in the Domain Menu area.
2. Enter the address of the web page to move in the first field.
3. Enter the redirection address in the second field.

4. Choose one of the following options in the drop-down list:
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e Temporary - This tells Internet traffic agents (browsers, search engines, etc.) that this is only a
temporary redirection, and that they should return to this initial location again in the future for the
same page.

e Permanent - This tells the Internet traffic agents to go to the redirection address in the future, as
the old address will never be used again.

5. Click on the Add button.

Add Redirect

hosting. htm - http:Hlb(akka.cnma’husting.htrr

ITempnrary 'I

Add

http i/ preciziondacs, cam)’

s

Figure 2.31: Redirecting a web page

Removing a redirect

You can remove a redirect at any time. There is no way to modify a redirect - if you need to change the details
of an existing redirect, you need to delete the existing one and start again.
To remove a redirect:

1. Click on the Redirects link in the Domain Menu area.
2. Click on the required redirect in the Remove Redirect drop-down list.

3. Click on the Remove button.

2.3.8 Editing .htaccess

Warning: Do not edit the .htaccess file unless you are completely sure of what you are doing.

.htaccess is an Apache web server file that controls how files and folders are used within a specific directory or
within an entire web site. Editing the .htaccess file can allow you to set up your own custom error pages or
redirect a domain to another location (both of which can also be done by using other CPanel functions - refer to
page [27| and page [28 for more information.)

There are several instructions on how to use .htaccess for various functions in CPanel itself. You can also refer
to |http://www.javascriptkit.com/howto/htaccess.shtml for a comprehensive tutorial about .htaccess.

To edit the .htaccess file:

1. Click on the Edit .htaccess link in the Domain Menu area.
2. Edit the text in the main display area, as required.

3. Click on the Save button.
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Options -Indexes

redirect /scripts http://uvw.stoptheviruscold. invalid
redirect /MSADC http://www.stoptheviruscold. invalid

redirect /o http://vuw.stoptheviruscold. invalid

redirect /d http://vuw.stoptheviruscold. invalid

redirect / mem bin http://stoptheviruscold. invalid

redirect /msadc http://stoptheviruscold. invalid
FRedirectMatch (.#)lcmd.exed http://stoptheviruscold. invalidfil
redirect / vti bin http://stoptheviruscold. invalid

redirect fdefault.ida http://stoptheviruscold.invalid

ED

Figure 2.32: Editing the .htaccess file

2.3.9 Password Protect Directories

You can protect directories within your site from browsers by using a password to protect them. This allows you
to restrict material to only authorized users or store sensitive material online. This has the same appearance and
affect as the password protection on CPanel.

To password protect a directory:

1.
2.

Click on the Password Protect Directories link in the Domain Menu area.

Navigate to the directory that you want to protect. Select a folder by clicking on the folder name link.
Open a folder by clicking on the folder icon.

. Click on the tick box in the Allow access to authorized users area.

. Enter the name that you want to appear in the Enter Network Password dialog box in the Protected

Resource Name field. This is optional and purely for the user’s benefit.

. Click on the Submit button. Click on the Password protect directories link to return to the Password

Protect Directories window to confirm that it has been created.

Generally, you now need to add at least one authorized user to enable access to the directory. Refer to page
[31] for more information.
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Allow access only to authorized users

Set permissions for /home /nicholas /public_html /backup.

I Directary requires a password to access via the web (you rmust check thiz to activate pazsword
protection.

Protected Resource Marne (will display in browzer's pazsword mask): Secure

Subirmit !

Figure 2.33: Protecting a directory with a password

Adding or modifying an authorized user

You can control who can access protected directories by adding authorized users. Generally, at least one authorized
user needs to be added, otherwise no-one will not be able to view the directory.
To add or modify an authorized user:

1. Click on the Password Protect Directories link in the Domain Menu area.

2. Navigate to the required directory. Select a folder by clicking on the folder name link. Open a folder by
clicking on the folder icon.

3. Enter the user’s name in the Username field, and their password in the Password field.

4. Click on the Add/modify authorized user button. Click on the Password protect directories link
to return to the Password Protect Directories window to confirm that it has been created.

Add/modify authorized user

Set permissions for /home /nicholas /public_html /backup.

Username: |James

Passward:

|yeekah|

Add/modify authorized user L\\\J

Figure 2.34: Adding an authorized user

Removing an authorized user

Remove authorized users when they no longer should have access to a particular directory. This maintenance
task is often forgotten and leaves a hole in your security, so remember to perform this procedure as soon as it is

required.
To remove an authorized user:

1. Click on the Password Protect Directories link in the Domain Menu area.

2. Navigate to the required directory. Select a folder by clicking on the folder name link. Open a folder by
clicking on the folder icon.
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3. Select the required user in the drop-down list in the ”Remove user’s authorization” area.

4. Click on the Remove user’s authorization button. Click on the Password protect directories link
to return to the Password Protect Directories window to confirm that it has been deleted.

Remaove user's authorization

Rernove permizsions for /home /nicholas /public_hitml /backup.

| Remowve user's authorization I

Figure 2.35: Removing an authorized user

Changing the protected resource name

You can change the directory name that appears in the Enter Network Password dialog box. This name is
optional and purely for the user’s benefit.
To change the name of the protected folder:

1. Click on the Password Protect Directories link in the Domain Menu area.

2. Navigate to the required directory. Select a folder by clicking on the folder name link. Open a folder by
clicking on the folder icon.

3. Alter the text in the Protected Resource Name field.

4. Click on the Submit button. Click on the Password protect directories link to return to the Password
Protect Directories window to confirm that it has been created.

Allow access only to authorized users

Set permissions for /home /nicholas /public_html /backup.

¥ Directory requires 3 password to access via the web (you must check this to activate password
protedctionl,

Protected Resource Marme (will display in browser's password mazk): |INtense Security

X,

Figure 2.36: Changing the name of the protected folder

Removing password protection

Removing password protection is as simple as adding it. You do not need to remove user authorization for the
directory, as all the users will be automatically deleted when you remove the password protection.
To remove password protection from a directory:

1. Click on the Password Protect Directories link in the Domain Menu area.
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2. Navigate to the protected directory. Select a folder by clicking on the folder name link. Open a folder by
clicking on the folder icon.

3. Untick the tick box in the Allow access to authorized users area.

4. Click on the Submit button. Click on the Password protect directories link to return to the Password
Protect Directories window to confirm that it has been removed.

Allow access only to authorized users

Set permiszions for /home /nicholas /public_html /backup.

I Directory requires a password to access via the web (you must check this to adtivate password
% protection,

Protected Resource Mame (will display in browser's password mask): |Intense Security

Figure 2.37: Removing password protection

2.3.10 File Manager

The File Manager allows you to manage your site through HTML, rather than an FTP tool or other third-party
application. You can upload, create or delete files, organize files in folders, and change file permissions. While
not as sophisticated as most FTP tools, File Manager is free and gives you all the basic functionality necessary
to manage your site.

Note: All of the other topics in this section assume that you are already in File Manager.

To open and navigate in File Manager:

1. Click on the File Manager link in the Domain Menu area.

2. Navigate by using the following:
e Open a folder by clicking on the folder icon.
e Go up a level by clicking on the Up one level link.
e Use the path links at the top of the window to move up and down the path.

e Select a folder, so as to view or modify its properties, by clicking on the folder name link.

Creating a new folder

Folders are a very useful way of adding organization and structure to your web site. They make maintenance
of the site much easier, as you can easily see what files are in which folder. Most web sites include at least an
/image folder to keep all the image files separate from the HTML files.

To create a new folder:

1. Navigate to the area in which you will create the new folder.
2. Click on the Create New Folder link.
3. Enter the name of the new folder in the Create folder named field in the top-left corner of the window.

4. Click on the Create button. The new folder will appear in the main display area.
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Create directory
Create a folder in /home /nicholas.

Create folder named

Ihusting

Figure 2.38: Creating a new folder

Uploading files in File Manager

You can use File Manager to upload files to your web site, up to 12 files in one go. Although useful, a third-party
FTP client has many more features and does not limit you to the number of files you can upload at one time.
Refer to the page [48| section for more information.

To upload files in File Manager:

1. Navigate to the folder where you want to upload your files.
2. Click on the Upload file(s) link.

Click on the Browse... button next to one of the top fields.

- W

Search for and double-click on the first file to upload.
5. Repeat the above steps for each file you want to upload.

6. Click on the Upload button when you have finished selecting files. The status of the upload will appear
in the top-right corner of your window. The contents of the folder is displayed in the main area, including
your uploaded files.

Upload files

Please select files to upload to fhomefnichalaz/www

|C:"-,Dc:c:uments and Setti - Browse.. || Browse...
|C:"-,Dc:c:uments and Setti - Browse.. || Browse...
|C:"-,Dc:c:uments and Setti - Browse.. || Browse...
| Browse... || Browse...
| Browse... || Browse...
| Browse... || Browse...

Suerwrite existing files: r

Back to fhomefnichalas/wwe

L34

Figure 2.39: Uploading files in File Manager
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Creating a new file

For small text files it can be easier to create them online, rather than on your home computer and uploading the
file. You can create text files, such as HTML, PHP, or plain TXT, but not binary files.
To create a new file:

1. Navigate to the folder where you want to create your text file.
2. Click on the Create New File link.

3. Enter the name of the file to be created in the Create file named field in the top-right corner of your
window. You do need to add the file extension to the name, for example script.pl for a Perl script, not
just script.

4. Select the type of document from the drop-down list. Each type of file adds specific information to the text
file:

Text Document - No text is added to the file.
HTML Document - No text is added to the file.

e Perl Script - Automatically adds the path to Perl to the top of the file. Make sure to double-check
that the path is correct.

Shell Script - Automatically adds the path to the Shell executable to the top of the file. Make sure
to double-check that the path is correct.

5. Click on the Create button. The file has now been created and the display updated to show the new file.
Refer to page 35| to add text to these new files.

Create file

Create a file in /home /nicholas /public_html.

Create file narmed I.htElCCBSSl

IText Document j

Figure 2.40: Creating a new file

Editing a file

Editing a pre-existing file through File Manager allows you to make immediate changes to your web site, without
having to upload a new version of the file. This is useful for small changes, but would be inefficient for large
amounts of coding.

To edit a file:

1. Navigate to the folder where the file is located.
2. Click on the name of the file.

3. Click on the Edit File link in the top-right corner of your window. This will open a new window with the
contents of the file displayed.

4. Alter the text of the file as you wish.
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5. Click on the Save button when you have finished altering the file. The file has been saved and any changes
will take effect from now on.

<td bgcolor="#00E900" height="z5">

<div align="center"x

<p czlass="bodyEBold"><a href="index.htm"™ class="hbodyEBEold">Home</a> <Span
zlazs="nav">| </ span>

<a href="doc/index.htm” class="hodyEold":>Documentation</a> <span
zlazs="nav">| </ span>

<a href="business/index.htm™ class="bodyEBold">Business</a> <span
zlazs="nav">| </ span>

<a href="web/index.htm” class="bodyEBold">Weh Dezign</ar <span

zlazs="nav">| </ span> LI

Save file as: IabUUt-htm

Save |

Figure 2.41: Editing a file

Renaming a file or folder

You can quickly rename a file or folder if you originally labelled a file or folder with the wrong name, or if the
name needs to be updated. This is useful if a small number of files need to be changed, since you do not need to
upload any files for the changes to take effect, but inefficient if you needed to rename your entire site.

To rename a file or folder:

1. Navigate to the file or folder.
2. Click on the Rename File link in the top-right corner of your window.
3. Enter the new name for the file or folder (don’t forget the extension, if it is a file) in the text field.

4. Click on the Submit button. The file name has now been changed and the display updated to show the
modified file.

Renarme

Renarme about.htm
in /honme /nicholas /e to

|abDutPD.htm|

X

Figure 2.42: Renaming a file or folder

Changing file/folder permissions

All files on UNIX (and UNIX variants) machines have access permissions. These tell the operating system how
to deal with requests to access these files. There are three types of access:

e Read - Denoted as r, files with read access can be displayed to the user.
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e Write - Denoted as w, files with write access can be modified by the user.

e Execute - Denoted as x, files with execute access can be executed as programmes by the user.
Access types are set for three types of user group:

e User - the owner of the file.

e Group - other files which are in the same folder or group.

e World - everyone else.

The web server needs to be able to read your web pages in order to be able to display them in a browser. The
following permissions need to be set in order for your web site to function properly.

e All HTML files and images need to be readable by others. The setting for this is 644 (readable by User,
Group, and World, and writable by User), and is set automatically when you upload files.

e All folders need to be executable by others. The setting for this is 755 (readable by User, Group, and
World, writable by User, executable by User, Group, and World), and is set automatically when you create
a folder.

e All CGI files (all files in the cgi-bin folder) need to be executable by other. The setting for this is 755
(readable by User, Group, and World, writable by User, executable by User, Group, and World), and is
not set automatically when you upload files. You need to change file permissions manually. Refer to the
page [62] topic for more information.

Warning: It is important that none of your files or folders are writable by anyone else. Any file or folder which
is writable by others can be erased by them. Generally there is no problem, just be careful in how you set your
permissions.

To change file or folder permissions:

1. Navigate to the file or folder that you need to change.
Click on the name of the file or folder.

Click on the Change Permissions link in the top-right corner of the window.

L

Click on as many tick boxes as you require to create the right permission. The permission numbers under-
neath the tick boxes will update automatically.

5. Click on the Submit button when you have finished setting the permission. The new permission level has
now been saved and the display updated to show the modified file.

Set permissions
cgi-bin

Mode Uzer Group Wwarld
Fead I =l I
Write F -
Execute |7 |7 |7

Permizzion I?_ IE_ |5_

Subrmit !

Figure 2.43: Changing file or folder permissions
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Deleting a file or folder

CPanel includes a Trash folder, which operates the same way as the Windows Recycle Bin. All deleted files are
automatically placed in the Trash folder and can be restored to their original positions by a simple click. However,
once you empty the Trash folder, the files are permanently deleted. Refer to page 38| for more information.

To delete a file or folder:

1. Navigate to the file(s) or folder(s) that you want to delete.
2. Click on the name of the file or folder to display the item’s properties in the top-right corner of your window.

3. Click on the Delete File link. The deleted file or folder is now displayed in the Trash area. Refer to page
[38 if you deleted the wrong file or folder by accident.

Restoring an item from the Trash

You can easily restore a deleted file from the Trash by moving it from the Trash to another folder. Restored
folders are automatically moved back to their original location. However, you will not be able to restore the item
if you have emptied the Trash since deleting it - it has been permanently destroyed.

To restore an item from the Trash:

1. Click on the item that you want to restore in the Trash area on the bottom-right of the window.

2. If the item you have selected is a folder, the folder will be automatically returned to its original location.
You are now finished with this procedure.

If the item you have selected is a file, click on the Move File link in the File operations area.

3. You are presented with a list of folders in the main display area. Navigate to the directory where you want
to move the file. Open a folder by clicking on the folder icon.

4. When you have found the correct location, select the folder by clicking on the folder name link. The file or
folder has now been moved to this location.

@ Trash

Click on an object to restors it

Empty trash
D catalogs

test

D testTEXT

Figure 2.44: Restoring an item from the Trash

Emptying the Trash

Warning: Make sure you do not need any of the files or folders in the Trash before you empty it, because the
files are deleted permanently once the Trash is emptied.
To empty the Trash:

1. Click on the Empty trash link in the Trash area. All of the files in the Trash have now been permanently
deleted.
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2.3.11 Cron Jobs

Cron jobs allow you to automate repetitive tasks on the server that hosts your web site. This is a powerful tool
that allows you to take a hands-free approach to repetitive tasks. For example, you could add a cron job that
automatically copies a MySQL database to a separate location on your site as a backup.

Warning: You need to have a good knowledge of Linux commands before you can use cron jobs effectively.
Check your script with your hosting administrator before adding a cron job.

To add a cron job:

1. Click on the Cron jobs link in the Domain Menu area.

2. Enter the times for the cron job in the Minute, Hour, Day, Month, or Weekday fields. Refer to the fol-
lowing page to check exactly how to enter values in these fields - http: //www.redhat.com/support /resources/tips/cron/cron

3. Enter the cron job script in the Command field.

4. Click on the Submit button. Click on the Cron jobs link to return to the Cron jobs window to confirm
that it has been created.

Cron jobs
Click here to find more about cron jobs (will cpen in new window].

Hint: ta run PHP files, enter the command as follows (modify to fit your needs):
GET httpiffyourdarnain, carndpath_to_file/file.php = fdev/null

Hint: to run CGI files, enter the command as follows (modify to fit your needs):
GET http:/fvourdorain, cormfcgi-bind path_to_fileffile.cgi = fdev/null

Minute Hour Day Month Weekday Command
|IZI |12 |* |* |* |GET hito:/fyourdarmain.compwarktree] php > fdewy

Reseat |

Figure 2.45: Adding a cron job

Deleting a cron job

You can delete any cron job at any time. If you are unsure what a cron job is doing it is safer to delete it and
check the code with your hosting administrator.
To delete a cron job:

1. Click on the Cron jobs link in the Domain Menu area.
2. Click on the @ button next to the required cron job.

3. Click on the Cron jobs link to return to the Cron jobs window to confirm that it has been deleted.

2.3.12 MIME Types

MIME types tell browsers how to handle specific extensions. Most MIME types are set globally on the server. For
example, the text/html MIME type equates to htm, html, and shtml extensions on most servers, and this tells
your browser to interpret all files with those extensions as HTML files. You can alter or add new MIME types
specifically for your site (note that you can not alter the global MIME type values, only add to them). MIME
types are often used to handle new technologies as they appear. When WAP technology first appeared no-one
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had these extensions set up on their server. With MIME types, however, you could have set it up yourself and
begun serving WAP pages immediately.

Warning: Make sure you check the list of pre-existing MIME types before adding new ones. Check with your
hosting administrator before adding a MIME type, as they can easily alter the correct functioning of your web
site.

Note: People often get confused as to the difference between MIME types and Apache handlers. Basically,
MIME types tell your browser how to handle files, while Apache handlers tell the server how to handle files.
To add a MIME type:

1. Click on the MIME types link in the Domain Menu area.

2. Enter the MIME type that you want to add in the MIME Type field. Have a look at the list of system-wide
MIME types to show you how to add a new one or add to a pre-existing one.

3. Enter the file extension in the Extension(s) field.

4. Click on the Add button. Click on the MIME types link to return to the MIME types window to confirm
that it has been created.

Add MIME types
Hirt: MIME extentions are caze zensitive,

Mime Type Extention(s)
Ite)d‘,-’html Iweb

4

Figure 2.46: Adding a MIME type

Deleting a MIME type

You can delete any custom MIME types at any time. However, you can not delete system-wide MIME types -
please contact your hosting administrator if you have a problem with one of these.
To delete a MIME type:

1. Click on the MIME types link in the Domain Menu area.

2. A list of customized MIME types is displayed underneath the Delete MIME types area. Choose one of
these from the drop-down list.

3. Click on the Delete button. Click on the MIME types link to return to the MIME types window to
confirm that it has been deleted.

2.3.13 Apache Handlers

Apache is an open-source HT'TP server, and is used to serve your site. Apache handlers tell the server how to
deal with web files that need to be processed on the server. For example, Apache is set up to process files with
.pl extensions using Perl. However, if for some reason you also wanted to process files with .script extension using
Perl, then you would have to set up a custom Apache handler for your site.

Note: People often get confused as to the difference between MIME types and Apache handlers. Basically,
MIME types tell your browser how to handle files, while Apache handlers tell the server how to handle files.
Warning: Check with your hosting administrator before adding an Apache handler, as they can easily alter
the correct functioning of your web site.

To add an Apache handler:
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1. Click on the Apache handlers link in the Domain Menu area.

2. Enter the Apache handler in the Handler field. Have a look at the list of system-wide Apache handlers to
show you how to add a new one or add to a pre-existing one.

3. Enter the file extension in the Extension(s) field. You need to add the . before the extension name.

4. Click on the Add button. Click on the Apache handlers link to return to the Apache handlers window
to confirm that it has been created.

Add Apache handler

Hint: Apache handlers are case sensitive.

Handler Extention(s)

coi-script |.su:ripﬂ

Add

g

Figure 2.47: Adding an Apache handler

Deleting an Apache handler

You can delete any custom Apache handler at any time. However, you can not delete system-wide Apache
handlers - please contact your hosting administrator if you have a problem with one of these.
To delete an Apache handler:

1. Click on the Apache handlers link in the Domain Menu area.

2. A list of customized Apache handlers is displayed underneath the Delete Apache handler area. Choose
one of these from the drop-down list.

3. Click on the Delete button. Click on the Apache handlers link to return to the Apache handlers window
to confirm that it has been deleted.

2.3.14 Backups

The Backup area allows you to download the daily backup file of your entire web site, or a particular MySQL,
alias, or filter backup file. If your computer crashes, or your personal backups are destroyed, these files allow you
to recover your site in a convenient manner (you could also use FTP to download each file - more control, but it
would take longer).

Note: This entire web site file includes everything - from web pages to images to scripts to access logs. A large
site will have a large backup file, and will take some time to download.

To download a backup file:

1. Click on the Download/Upload backup file link in the Domain Menu area.

2. Click on the link underneath the required area to download today’s backup file (automatically generated
daily).

3. Save the file to disk.

Note for Windows users: This file is in .gz format (a Gzip archive file). This is a common archive format
used on Unix machines, in the same way that .zip is a common Windows archive format. Most compression
utilities should be able to uncompress a .gz file.

41



2.3. DOMAIN MENU CHAPTER 2. HOW DO | USE CPANEL?

Restoring a backup file

You need to restore a file if you have had serious problems with your web site.
To restore a backup file:

1. Click on the Download/Upload backup file link in the Domain Menu area.

2. Click on the Choose button next to the relevant area that you want to backup.

w

. Search for and double-click on the relevant backup file (in .gz format).

4. Click on the Upload button.

Note: You may need to wait for a few minutes to upload and restore a large web site file.

Restore

Restore a Home Backup

|—precisinndocs.com.gz"| Choosze | k

Restore a MySQL Database Backup

I Ehoosel Upload |

Restore an Alias /Filter Backup
I Chaose | Upload |

Figure 2.48: Restoring a backup file

2.3.15 SSL Shell

SSL stands for Secure Sockets Layer, which is a means of providing encrypted communications on the Internet.
CPanel provides you with an online SSL Shell (an application) that allows you to log in to the Linux computer
that is your web server and make changes at the server side. You use Telnet (the Internet standard protocol for
remote login) commands through the SSL Shell to activate the web server.

Note: If you do not know exactly what you are doing, you can potentially cause problems on your web server.
Please contact your hosting administrator if you are not sure how to use SSL.

Some useful links:

e Introduction to Linux commands|- an easy introduction to using a Linux computer.
e Directory of Linux Commands - good reference site of Linux commands.
e MindTerm|/- an OpenSource Java SSL Shell used in CPanel.

e PuTTy|- an excellent Telnet/SSL utility: small; fast; and free (for Windows).

To use the SSL Shell:

1. Click on the SSL Telnet link in the Domain Menu area.
Note: You need to have Java Applets enabled on your browser for the SSL Shell to start.
2. You are now in the SSL Shell window. Press the Enter key to logon. Please refer to the links at the

beginning of this topic if you need more information about logging on and what you can do through the
SSL Shell.
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-0l x|
File Edit Seftings T Options  Tunnels  Help

Copyright (c) 1995-Z000 by Mindbright Techrnology AF, Stockholm, 3weden
This copy of MindTerm is licensed to cpanel.net

Initializing random generator, please walt...done

L3

S55H Serverfhlias: www.precisiondocs.con
Connected to zerver running 33H-1.99-0pen33H_3.4pl

wwnr. precisiondocs.com login: I

BN

|Java Applet Window

Figure 2.49: MindTerm SSL Shell window
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2.4 Services Menu

The Services Menu area deals with a variety of functions relating to your web site, including security (GnuPG
keys), submitting your site to search engines, and tracing the path from your server to you.

2.4.1 GnuPG keys

OpenPGP is a tool for secure online communication. CPanel uses GnuPG for its public-key cryptography so that
users may communicate securely. Each person gets a pair of keys, called the public key and the private key. Each
person’s public key is published while the private key is kept secret. Messages are encrypted using the intended
recipient’s public key and can only be decrypted using their private key.

General documentation and comprehensive user guides are available at the GNU Privacy Guard site.

To generate a public and private key:

1. Click on the Manage GnuPG keys link in the Services menu area.

2. Enter your name, email address, and nickname in the Your Name, Your Email, and Comment /NickName
fields.

3. Enter the password for the key in the Key Password field.

4. Enter the expiry date for the key in the Expiry Date field. You can suffix the entered number with the
following:

e y = year
e m — month
o w = week

e d = day

5. Choose the size of the key that you want to generate in the Key Size field. 1024 bytes is a common size.

6. Click on the Generate Key button. Note that it may take a few minutes to generate the key, depending

on its size.
Add Key
Your Marne: |J|:|hnn},f
rour Ernail IJamesnn
Cornrnent/NickMarme: IJnhnn}f

Key Passwaord (blank for none): I

Expire Date: |13.' [ex: 1y [1 vear] or 3w [3 weeks] or 54 [5 davz])

Key Size: |1|324 "I
't

Figure 2.50: Generating a public and private key

Importing a key

You can import a key directly into CPanel. This will add it to the number of public keys that CPanel trusts.
To import a key:
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1. Click on the Manage GnuPG keys link in the Services menu area.
2. Cut and paste the key from the another text file into the ”Import Key” area.

3. Click on the Import button.

Import Key

Paste the GPG/PGP data below:

VhnCk =]
I=0wXS5EfizFITZeN19wiLToC o3 PG NLEN=01igaCGGPIgELZVLOIBEgt TN
wpUKT

TAQYEQIADAUCPX+

150 heE g A AKCRDpEXhFvEMb OMAdp LT 9HIN rhbRdenGiyfin
RIHQzJoFrgCggWE6dIwHergD1hCD3YEZshv1mBsN=

=K930

(]

Figure 2.51: Importing a key

Editing a key

You can directly edit a key, if ever required.
To edit a key:

1. Click on the Manage GnuPG keys link in the Services menu area.

2. Click on the ¥ button next to the key that you want to edit.

3. Edit the key as required.

Edit Private Key

————— BEGIN PGP FRIVATE EEY BLOCK-—-—-- -
Version: GnuPG wi.O0.8 (GNU/Linux)
Comment: For info see http://www.gnupdg.ord

1QHFED 1/ teMEEACHewwGIx ITR1EACVIRFVoVnOodh ZaoHbvo zmt 3 1deVEL
1TIFHZ

QGS0DTDGHUI zr OF IQTDEBpF 7 ieVERLonQi QFENCknMo j7UF iEJUSh zsud
psFOw
DQAOthIcHOS1DMr i9m7SEQahE7r eNnTeEknhZbheN9Taann,/ jEzjif32gawC
giNVh =l

Figure 2.52: Importing a key

Deleting a key

You can delete a public or private key whenever required.
To delete a key:
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1. Click on the Manage GnuPG keys link in the Services menu area.

2. Click on the @ button next to the required key.

2.4.2 Search Engine Submit

CPanel allows you to submit your web site details to several search engines at one time. Some pointers on this
process:

e This is not a guaranteed way of becoming registered by these search engines, as some may charge a registering
fee. It is always best to check each search engine site individually to see what their registration policy
currently is.

e It may take several weeks (4-8 weeks is common) before your web site will appear on a search engine.

e Do not submit your site multiple times to the same search engine within a short period of time, as the
search engine may ban you from its list.

To submit your site to one or more search engines:
1. Click on the Search engine submit link in the Services Menu area.
2. Click on the tick boxes next to the search engines that you want to submit to.

Enter the address of your site in the URL field and your contact email address in the E-mail field.

=~ W

Enter a short description of your site in the Comments field.

5. Enter the keywords of your site in the Keywords field. These are the handful (3-6) of words that are
predominantly used by search engines to index your site. Separate each key word by a comma.

6. Choose the language of the site in the Language drop-down list and the country in which the site is located
in the Country drop-down list.

7. Click on the Submit button.

|7 rmixcat

¥ rorthernlight

W webtap

W whatuzeek

URL: Ihttp:ﬂprecisiundncs.cnl
E-rnail: Inicholas@precisinndoc
Cormrnents: ISnﬂware documentatio
Keywords: Idncumentatinn, softwar
Site language: IEng“Sh 'I
Country: INEWZEEHHC' j
Categaory: ICnmputersflntemet j

Figure 2.53: Submitting your site to search engines
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2.4.3 Traceroute

The Traceroute tool allows you to trace the IP (Internet Protocol) route taken by your server to reach your
current ISP (Internet Service Provider).
To use the Traceroute tool:

1. Click on the Traceroute link in the Services Menu area.
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2.5 FTP Menu

The FTP Menu area deals with all the tools relating to setting up and managing FTP accounts, as well as
managing FTP sessions. FTP (File Transfer Protocol) is a method by which you can transfer files between
computers, usually using the Internet. There is a huge amount of information stored on FTP servers around the
world which can only be accessed by using FTP. When using FTP you use an application called a ”client” to
connect to a machine called a ”server”.

There are a large number of FTP software packages available. Some of them are built in to your browser (such as
Internet Explorer), others are dedicated applications (such as such as CuteFTP|or WS_FTP, ), while still others
are built into web applications (page [33|in CPanel is one example). Generally speaking, if you are going to spend
a lot of time using FTP or have a large amount of files to upload/download, a dedicated FTP client is the way
to go.

CPanel allows you to set up FTP accounts so that certain external users can access a restricted part of your
system. You can also set up an anonymous FTP account so that anyone can access a restricted part of your
system. You can also manage these FTP sessions, cutting them off if they go on for too long.

Warning: FTP, by its very nature, allows external users to modify your web site (albeit a restricted area of
your web site). External users can upload, download, and delete files. Keep this in mind when you set up an
FTP account.

FTP Menu

Figure 2.54: FTP Menu heading

2.5.1 Adding an FTP account

An FTP account creates a folder on the www level of your site that allows external users that know the password
to upload and download files from that location. Change your password if you think that your account is being
used incorrectly.

To add an FTP account:

1. Click on the FTP accounts link in the FTP Menu area.

2. Enter the name of the FTP account in the FTP username field and the password for the account in the
Password field.

3. Click on the Add button. Click on the FTP accounts link to return to the FTP Accounts window to
confirm that it has been created.

Add FTP account

FTR : :
usernare Imedla

Passward:

|yah oo

Add

Figure 2.55: Adding an FTP account

Changing the password on an FTP account

It is a good idea to change your password occasionally. You should always change your password if you think
someone else has access to your FTP account.
To change a password on an FTP account:
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1. Click on the FTP Accounts link in the FTP Menu area.
2. Click on the & button next to the required FTP account.
3. Enter the new password in the New Password field.
4. Click on the Submit button. Click on the FTP accounts link to return to the FTP Accounts window to

confirm that the password has been changed.

Modify FTF account password

FTP account:  rmedia

Mew Password: |h|aZE23

Figure 2.56: Changing a password on an FTP account

Deleting an FTP account

Deleting an FTP account is as simple as creating as creating the account. Deleting the account does not delete
the folder or its contents, but it does prevent anyone from accessing that folder through FTP.
To delete an FTP account:

1. Click on the FTP Accounts link in the FTP Menu area.

2. Click on the @ button. Click on the FTP accounts link to return to the FTP Accounts window to confirm

that the account has been deleted.

Existing FTP accounts

rmedia
nicholas
anonymous
ftp

2095

Figure 2.57: Deleting an FTP account

2.5.2 Controlling FTP sessions

You can view and terminate FTP sessions using the provided FTP session controls. This is useful for general
information and stopping unwanted FTP activity.
To control FTP sessions:

1. Click on the FTP session controls link in the FTP Menu area.

2. All active FTP sessions (FTP connections that are actively uploading or downloading files) are listed. Click

on the @ button next to a session to terminate that session.
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2.5.3 Setting Anonymous FTP access

Anonymous FTP access allows anyone to access your public_ftp folder. There are two options available:

e Allow anonymous access to ftp://ftp.yourdomain.com - This allows to view, download, and delete files from
your public_ftp folder.

e Allow anonymous upload to ftp://ftp.yourdomain.com/incoming - This allows to view, upload, download,
and delete files from your public_ftp/incoming folder.

Warning: Anonymous FTP allows anyone access to a restricted area of your site. It is generally safest to not
enable Anonymous FTP. If you do enable it, you are responsible for the bandwidth and space used.
To set Anonymous FTP access:

1. Click on the Setup anonymous FTP access link in the FTP Menu area.

2. Click on the Allow anonymous access to ftp://ftp.yourdomain.com tick box or the Allow anony-
mous upload to ftp://ftp.yourdomain.com/incoming tick box. You must click on both tick boxes
to enable uploads.

3. Click on the Submit button. Click on the Setup anonymous FTP access link to return to the Anony-
mous FTP window to confirm that Anonymous FTP has been set up correctly.

Setup anonymous FTP access

¥ Allow anonymous access to ftp:fffip. precisiondocs, cam

[T Allow anonymous upload to ftpif/ftp. precdisiondocs, comyfincoming

Figure 2.58: Setting Anonymous FTP access

Adding an Anonymous FTP message

You can add a message that appears in all FTP clients that access your public_ftp folder. This is usually used
to add copyright notices or other warnings or comments based on the available files.
To add an Anonymous FTP message:

1. Click on the Anonymous FTP message link in the FTP Menu area.

2. Enter the message that you want visitors to see in the text area. You can not enter HTML code - plain
text only. This is created as a welcome.msg text file.

3. Click on the Save button. Click on the Anonymous FTP message link to return to the Anonymous
FTP Message window to confirm that the message has been created.
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Anonymous FTP welcome message

Enter the message your visitors will see when they conned to your anonyrmous FTP server:

Hello! This is my .wav file sectilion. All files are copyright James Brown. ;I

%

Figure 2.59: Adding an Anonymous FTP message

Removing Anonymous FTP access

Removing Anonymous FTP access is as simple as enabling the access. Removing access does not delete your
public_ftp folder or its contents (you should not delete this folder anyway), but it does prevent anyone from
accessing that folder through FTP.

To remove Anonymous FTP access:

1. Click on the Setup anonymous FTP access link in the FTP Menu area.

2. Remove the tick from the Allow anonymous access to ftp://ftp.yourdomain.com tick box or the
Allow anonymous upload to ftp://ftp.yourdomain.com/incoming tick boxes.

3. Click on the Submit button. Click on the Setup anonymous FTP access link to return to the Anony-
mous FTP window to confirm that Anonymous FTP has been removed correctly.

Setup anonymous FTP access

[T allow anonymous asccess to fipu/fftp, preciziondacs, comn

[T allow anonyrmous upload to fipif/fftp, preciziondocs, cornfincoming

Figure 2.60: Removing Anonymous FTP access
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2.6 Scripts Menu

The Scripts Menu area allows you to use some pre-installed scripts through CPanel. This section contains
information about using these scripts, as well as using scripts in general.

Scripts Menu

Figure 2.61: Scripts Menu heading

2.6.1 Introduction to CGI

CGI (Common Gateway Interface) is a standard for running external programs from a Web server. CGI allows
the returned HTML page to be dynamic - for example, with a CGI script you could access information in a
database and format the results as part of an HTML page. Not surprisingly, CGI scripts are very popular and
used extensively throughout the World Wide Web.

There are a number of very good introduction to CGI documents available on the Web. The information given
below is a summary of the most important points to remember when using CGI. Please refer to the following for
a more in-depth introduction:

e Intro to CGIl- one of the best introductions available.

e |Ada’s Introduction to CGIl - a useful introduction.
Key points to bear in mind when using CGI scripts:

e The pre installed scripts available through CPanel are the easiest to use, but if a certain script does not do
exactly what you want, feel free to look for better scripts on the Web. You can usually find a script to do
almost anything, especially if you are prepared to pay.

e Read all available documentation on a particular script before using it. This will help avoid most problems.

e CHMOD (”Change Mode”) means change the permissions on a particular file (usually the script itself).
The CPanel File Manager allows you to quickly do this, as do most FTP tools.

e Important - after uploading cgi-bin scripts, CHMOD to 755 (unless the script documentation specifically
states otherwise).

e Many scripts need to know the path to perl (scripting language engine) and to sendmail (HTTP mail
engine). You can find this information on the front page of CPanel.

e Make sure you test your scripts repeatedly! Testing is vital to make sure everything is working to your
satisfaction.

2.6.2 Interchange Shopping Cart

The Interchange Shopping Cart is a fully-featured shopping cart that can be installed with the click of a button.
The product is fully documented at the Interchange site - please refer to the Interchange web site| if you have any
questions about using the shopping cart.

Note: Some hosting sites do not use Interchange Shopping Cart - please refer to your hosting administrator
before installing the shopping cart.

Installing Interchange Shopping Cart will take up approximately 5 megabytes of space.

To install the Interchange Shopping Cart:

1. Click on the Interchange Cart link in the Scripts Menu area.
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2. Click on the Click here link at the bottom of the page to install the Interchange Shopping Cart. The
script will create a cart.cgi file in your cgi-bin folder and a cart directory at the root level of your site.

Interchange shopping cart

Please notice: We offer only the possibility to automatically install this software. We DO NOT supportit. If
you need support, please visit the Interchange homepage.

Interchange shopping cartis 2 multilingual Red Hat praduct, If you need rore information, pleasze visit the
Interchange homepage.

Clicﬁhem to install your Interchange shopping cart.

Red Hat
Interchange

Figure 2.62: Installing the shopping cart

3. Read the displayed instructions.

Interchange shopping cart
Your Interchange shopping cartis now installed
Enter the adriin intetface

uzername: discount
password: pass

You should change these as soon as possible by clicking Administration, then select Access option.

“our shopping cart has a2 dermo shop installed called "Construct” to give you an ides about how the system
works, It iz quite safe to modify this shop to fit your needs,

Enter as custormer

Red Hat
Interchange

Figure 2.63: Instructions

4. Click on the Enter the admin interface option and change your admin password.
5. You can now customize the shopping cart for your specific needs. Refer to the Interchange web site if you

have any questions.

2.6.3 Agora Shopping Cart

The Agora Shopping Cart is a fully-featured shopping cart that can be installed with the click of a button. The
product is fully documented at the Interchange site - please refer to the |Agora web site|if you have any questions
about using the shopping cart.

To install the Agora Shopping Cart:

1. Click on the Agora Cart link in the Scripts Menu area.

2. Enter the administrators user name and password in the Admin Username and Admin Password fields.
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3. Enter the location of the cart in the third available field. This must be a top-level directory on your site.

4. Click on the Install button.

Install an Agora Shopping Cart

The Agaora Cart iz a free shopping cark prograrm, Support can optionally be obtained through =
rrailing list setup specifically far Agora Users for 3 small fee of $25.00 per year, You can join the

list by viziting: http:/fwww, agoracgi. corn/
“ou mwst install the cart in a2 top level directary,

Example: "http://precisiondacs, cormfagora’ iz a valid location to install the cark "hikps/
preciziondocs, cormnfuserfandyfagora’ is nok

Adrin Usernarme: Ijack
|ghtasdrs

Adrin Password:

Install cart at this url: http:/ /precisiondocs.com / Iagora

Install

Figure 2.64: Installing an Agora Shopping Cart

Modifying an Agora Shopping Cart

You can modify an existing shopping cart at any time. Refer to the |Agora web site| if you have any questions
about using the shopping cart.
To modify an Agora Shopping Cart:

1. Click on the Agora Cart link in the Scripts Menu area.

2. Click on the required cart underneath the Your Agora Shopping Carts heading.

2.6.4 XMB Forum

The XMB Forum is a PHP web-based message board. Unlike an email list or newsgroup, the XMB Forum creates
a forum on your web site that allows users to post questions and receive replies, all from their web browser. This
allows you to choose from a variety of graphical interfaces and smilies - little faces that communicate the mood of
the writer & . Once a forum has been created you can modify it extensively, from adding new sub-forums to chang-
ing the visual appearance of the board. Be sure to visit the XMB Forum web site - http://www.xmbforum.com/
- for more information on how to customize and use your XMB Forum

Note: Keep in mind that each separate installation of XMB forum takes up approximately 2.7MB, and will
grow in size with the popularity of the forum.

To add an XMB Forum:

1. Click on the XMB Board link in the Scripts Menu area.

2. Enter the name of the forum folder in the http://yourdomain.com/ field. Note that the folder must be
on the top level of your site.

3. Click on the Install button.

4. Go to the location of the board. The URL will be something like this - http://yourdomain.com/forum/.
You need to do this immediately as the first registered user is automatically created as an admin user.

5. Click on the Register link at the top left corner of your browser window.
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6. Once you have registered you can now continue to set up the forum. Refer to http://www.xmbforum.com/
if you need more information.

Install an ¥XMB Board
FPlzaze be aware that installing a2 board will use one MySQL database,

“ou must install the board in 2 top level direckory, Exarmpla: 'hitp:ffpreciziondecs. comdforur' is 2
valid location to install the board, 'httpffpreciziondocs, comduzer/ andy/farum' is not,

Install board at this url: hl:l:p:/fprecisinndocs.cnmfltrammg

Install

g

Figure 2.65: Adding an XMB Forum

Modifying an XMB Forum

You can modify all aspects of an XMB Forum from the admin user’s Control Panel. You can access this from the
forum’s address.
To modify an XMB Forum:

1. Go to the forum’s URL. This will be something like http://yourdomain.com/forum/
2. Login using your admin username and password.

3. Click on the Control Panel link in the top left corner of your browser window. You can now modify the
forum. Refer to http://www.xmbforum.com/ if you need more information about how to modify the forum.

Removing an XMB Forum

You can remove an XMB Forum as easily as you created it. All messages will be deleted, so make sure you
download any information from the forum that you want to keep before removing it.
To remove an XMB Forum:

1. Using either an FTP client or File Manager, delete the XMB Forum folder on the top level of your site.

2.6.5 CGIwrap

The CGlwrap script creates a scgi-bin folder at the public_html level of your web site. This allows you to run
scripts with your own user ID.

The advantage of this is that you can run scripts that have the same permissions that you do - you can write,
edit, and delete files as you normally do. In a regular cgi-bin folder, you can only do this if you set your directory
permissions to 777 (world access) and file permissions to 666, both of which are quite dangerous as anyone can
now modify your web site.

The disadvantage of this is that if there is a security breach in your script that another person can exploit, they
have access to your site in the same manner that you do - they can do anything. However, as long as the scripts
you run in the scgi-bin directory are secure, you have nothing to worry about.

Be sure to read the (CGIwrap user guide for more detailed information on using CGIwrap.

For a more detailed description of the distinction between normal and wrapped cgi, refer to this article| .

To install CGIwrap:

1. Click on the CGIwrap link in the Scripts Menu area.
2. Click on the second Click here link to install CGIwrap.

Your scgi-bin folder has now been set up. All cgi scripts that you would like to run under your own user
ID should be placed in this folder.
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CGI Wrapper

Pleass notice: We offer anly the possibility to autormatically install thiz softwars, We DO NOT
support it

CGI Wrapper enables . cgi scripts to run with vour uzername (instead of usernarne nobody, group
nobody ).

Llick here to lzarn more about CSI Wrapper,

Clicli[%er\e to install CSI Wrapper,

Figure 2.66: Installing CGIwrap

2.6.6 FormMail-clone

One of the most popular form to e-mail scripts available is FormMail, by Matt Wright. FormMail-clone is a clone
of FormMail.cgi under a less restrictive liscense. It behaves almost exactly as FormMail.cgi, but it is completely
written from scratch so there may be a few minor visual differences.

The following steps provide quick installation instructions for FormMail. Be sure to read the FormMail README
file for more detailed information about customizing FormMail.

To use FormMail:

1.

2.

Download FormMail.pl from your cgi-bin directory and open it in a text editor (such as NotePad).

Make sure the Perl path is set correctly. This information can be found on the CPanel homepage. A typical
path is: #!/usr/bin/perl

Make sure the Sendmail path is correct. This information can be found on the CPanel homepage. A typical
path is: /usr/lib/sendmail

. Add you domain to the referrers. For example: Q@referers = ("'www.mydomain.com’; ’123.123.123.123’)

Alter Qrecipients, if required. A standard setting is: @recipients = Qreferers
Upload FormMail.pl to your cgi-bin directory, and change the file permissions to 755.

Create the form on your web page, with the following fields:
<form action="http://www.mydomain.com/cgi-bin/FormMail.pl" method="POST">
<input type="hidden" name="recipient" value="email@mydomain.com">

<input type="hidden" name="subject" value="Feedback from website">
<input type="hidden" name="redirect" value="http://www.mydomain.com/thankyou.htm">

Upload the web page and test the form.
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2.7 Statistics Menu

The Statistics Menu area presents you with a wide variety of information about your web site, from the latest
visitors to a detailed monthly summary of hits, as well as providing an error log. Use the Statistics tools to keep
track of what pages are being visited most often, and where they are being referred from.

For more information about exactly what these web site statistics actually mean, refer to the following article:

e How the web works

Statistics Menu

Figure 2.67: Statistics

2.7.1 Raw access logs

You can download the raw access logs that contain all the recorded hit information that your site has received.
These logs are only really useful if you have a preferred reporting tool that you prefer to use, rather than the
variety of reporting tools presented in this section.

To download the raw access logs:

1. Click on the Raw Access Logs link in the Statistics Menu area.
2. Save the file to disk.

Note: The access logs are in .gz format.

2.7.2 Analog

The Analog reporting tool presents a comprehensive coverage of web server statistics available for your web site
using CPanel. Refer to page |57] for another reporting tool that is available in CPanel.

Be sure to read the |Analog documentation! if you are interested in more detailed information.

To use the Analog tool:

1. Click on the Analog link in the Statistics Menu area.
2. Click on the month that you are interested in.

3. You are now presented with the web server statistics page for your web site. You can browse the report
online, or print it for more detailed perusal offline. Take your time - there is a lot of information available.

Analog

Pleaze select 3 month that you wish to view statistics for:

Jan 2002 (ReportiMagic

Figure 2.68: Using the Analog tool

2.7.3 Awstats

The Awstats reporting tool presents a comprehensive coverage of web server statistics available for your web site
using CPanel. Refer to page 57| for another reporting tool that is available in CPanel.

Be sure to read the Analog documentation if you are interested in more detailed information.

To use Awstats:
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1. Click on the Awstats link in the Statistics Menu area.

2. You are now presented with the web server statistics page for your web site. You can browse the report
online, or print it for more detailed perusal offline. Take your time - there is a lot of information available.

AWStats
inn=ijlo =

Free realtime logfile analyzer for advanced web statistics

Statistics of : precisiondocs com
Last Update : 11 Sep 2002 - 1908

When : MonthiDay Days of week Hours

Who : ComainsiCountries Hosts Fulllist Lastwisit Unresolved IP Address RobotsrSpiders visitars
Navigation : viewed pages Entrypaoges Filestype Operating Systems Browsers Metscape versions |E versions
Refarers : Origin . Search Keywords

Others : HTTF Errors Pages notfound

Figure 2.69: Using the Awstats tool

2.7.4 Latest visitors

This quick tool lists the last 30 visitors that have visited your site in the last 24 hours. Note that visitors are

defined as requests from servers, not individual people.
To view the most recent visitors:

1. Click on the Latest Visitors link in the Statistics Menu area.

2. Browse the results. You can click on the Referrer link to open the referring site page, or click on the URL

link to open the file that was requested.

Latest visitors

|Host: 210.55,16.82 |Ur|: fneo-images/neomail-bag.gif |Ht|:p Code : 404
[Date: Fab 03 22:55:13 |Http version: HTTR/1.1 [size in Bytes: -

Referer: |Agent: Mozillaf4.0 [compatible; MSIE

http/fprecisiondocs. com: 2082 neomail/nicholas/nearmail. pl

5.5; Windows MT 5,00

[Host: 64.252.71.35 |UH: fhosting/web designers.htm [Http Code : 200

Date: Feb 03

|Ht|:p Yersion: HTTP/1.1

Size in Bytes: 1530

20:01:39
Referar: Agent: Mozillaf4.0 [(cormpatible; MSIE 5.5;
httpffwww, precisiondocs, cornfhostingfind e, htrm Windows 98]

[Host: £4.251.137.43 [UH: fimages/footer.gif [HHp Code : 200

19:18:31 HTTRP/1.1 Size in Bytes: 12232

Date: Feb 02 ‘Htl:p Version:

|Referer: hitp i weww. precisiondocs. corm,

Creative)

Agent: Mozilla/4.0 [compatible; MSIE £.0; Windows 98;

Figure 2.70: Viewing the most recent visitors
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2.7.5 Bandwidth

The Bandwidth tool generates an overall summary of the amount of bandwidth that your site is using. This
is generated from HTTP traffic (looking at your web site, downloading files, etc.) and possibly FTP traffic.
However, this does not include any other type of traffic, the most notable of which is POP3 - email. Depending
on what files you send and receive through e-mail, this amount could be considerable. Contact your hosting
administrator if you want to check how much bandwidth you are using.

To check how much bandwidth is being used:

1. Click on the Bandwidth link in the Statistics Menu area.

2. Browse the results.

Bandwidth

This anly includes your dornain's HTTP traffic -- it rmay also include FTP traffic if vour system
adrministrator has enabled it

This does notinclude POP3, SMTP, TELMET or any other traffic!

Date Megabytes Gigabytes

Jan 2002 4,24930667877197 0,00414971355348825
Feb 2002 1,83341693878174 0,00179044622927904
Sep 2001 47, 7564964294434 0, 04663720354437583
Gk 2001 31.0647296905518 0, 0303366500884295
Mow 2001 16, 6019687652588 0, 016212860122323
Cec 2001 22, 3223867416382 0,0217992058302381

Figure 2.71: Checking how much bandwidth is being used

2.7.6 Error Log

The error log contains all HT'TP errors that occur when visitors attempt to view your site, such as requested
files not found, etc. The Error Log tool is a presentation of the last 300 entries in your error log. A central use
of this tool is to locate suspicious server activity, such as attempted virus attacks. Please contact your hosting
administrator if you have concerns about activity in your error logs.

To check your error log:

1. Click on the Error Log link in the Statistics Menu area.

2. Browse the results.

Error Log

Laszt 300 Error Log messages in reverse arder:

[Bun Feb ¢ E2:55:1% E002] [erzer] [client E10.55.15.5E&] File dees not exist: fhemefnichelas/public_himl/ 404. =html
[Bun Feb ¢ E2:52:4Z E002] [erzor] [client E10.55.15.5E] File dees not exist: fheme/nichelas/public_himl/ 404. =html
[Bun Feb ¢ E2:52:29 E002] [erzor] [client E10.55.15.5E] File dees not exist: Jfheme/nichelas/public_himl/ 404. =html
[Bun Feb ¢ E2:21:49 Z002] [erzor] [client E10.55.15.5E] File dees not exist: fhemefnichelas/public_himl/ 404. =html
[Bun Feb ¢ E2:21:87 E002] [erzer] [client E10.55.15.5E&] File dees not exist: Jfhemefnichelas/public_himl/ 404. =html
[Bun Feb 2 17:21:1% E002] [erzer] [client £6.57.42.199] File dees not exist: Jfheme/nichelas/public_himl/ 404. =html

Figure 2.72: Checking your error log
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